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Claim Rejections - 35 IJSC §102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S. C. 102 that form the 
basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another filed 
in the United States before the invention by the applicant for patent or (2) a patent granted on an application for 
patent by another filed in the United States before the invention by the applicant for patent, except that an 
international application filed under the treaty defined in section 351(a) shall have the effects for purposes of this 
subsection of an application filed in the United States only if the international application designated the United 
States and was published under Article 2 1(2) of such treaty in the English language. 

2. Claims 1, 16, 32 are rejected under 35 U.S.C. 102(e) as being anticipated by Peterson 
(U.S. 7421487 Bl) 

3. The apphed reference has a common assignee with the instant application. Based upon 
the earlier effective U.S. filing date of the reference, it constitutes prior art under 35 U.S.C. 
102(e). This rejection under 35 U.S.C. 102(e) might be overcome either by a showing under 37 
CFR 1 .132 that any invention disclosed but not claimed in the reference was derived from the 
inventor of this application and is thus not the invention "by another," or by an appropriate 
showing under 37 CFR 1.131. 

4. Regarding claim 1, Peterson teaches (fig. 4) a method comprising: defining a flow 
specification data type for a routing protocol, wherein the flow specification data type allows a 
variable number of packet flow attributes to be specified (col. 9, line 44 - 57); generating a 
message that encodes traffic flow criteria in accordance with the flow specification data type 
(col. 9, line 58 - col. 10, line 14); and communicating the message to a routing device to direct 



Application/Control Number: 1 0/782,29 1 Page 3 

Art Unit: 2416 

the routing device to control network traffic based on the traffic flow criteria (col. 10, line 15- 
65). 

5. Regarding claims 9, 26, 37, 51, 60, 68 and 71, Peterson teaches (fig. 4) redefining a 
preexisting data type of the routing protocol to define the flow specification data type. 

6. Regarding claims 10, 27, 44, 53, 61, 69, 74, 77, 80, 83, 86 and 89, Peterson teaches (fig. 
4) defining a flow specification data type comprises defining the flow specification data type as 
an application-specific data type in accordance with the routing protocol. 

7. Regarding claim 16, Peterson teaches (fig. 4) a method comprising: receiving a routing 
communication that encodes traffic fiow criteria in accordance with a fiow specification data 
type for a routing protocol (col. 9, line 58 - col. 10, line 14), wherein the flow specification data 
type allows a variable niunber of packet flow attributes to be specified; and controlling network 
traffic in accordance with the traffic fiow criteria (col. 10, line 15-65). 

8. Regarding claim 32, Peterson teaches (fig. 4) a network device comprising: a control unit 
to generate a message that encodes traffic flow criteria in accordance with a flow specification 
data type, wherein the flow specification data type allows a variable number of packet flow 
attributes to be specified (col. 9, line 44 - 57); and an interface card to communicate the message 
to a routing device in accordance with a routing protocol, wherein the message directs the control 
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unit to apply an appropriate action on network traffic based on the traffic flow criteria (col. 10, 
line 15-65). 

9. Regarding claim 39, Peterson teaches (fig. 4) a network device comprising: an interface 
card to receive routing communication that encodes traffic flow criteria in accordance with a 
flow specification data type for a routing protocol, wherein the flow specification data type 
allows a variable number of packet flow attributes to be specified (col. 9, line 44 - 57); and a 
control unit to compare network traffic to the traffic flow criteria, and apply an appropriate 
action to the network traffic (col. 10, line 15-65). 

10. Regarding claim 46, Peterson teaches (fig. 4) a system comprising: a first network device 
to generate a message that encodes traffic fiow criteria in accordance with a fiow specification 
data type, and communicate the message to a second routing device via a routing protocol, 
wherein the flow speciflcation data type allows a variable number of packet flow attributes to be 
specified (col. 9, line 44 - 57); and a second network device to receive the message, compare 
network traffic to the traffic fiow criteria, and apply an appropriate action to the network traffic 
based on the traffic flow criteria (col. 10, line 15-65). 

1 1 . Regarding claim 55, Peterson teaches (fig. 4) a computer-readable medium comprising 
instructions for causing a programmable processor to: define a flow specification data type for a 
routing protocol, wherein the flow speciflcation data type allows a variable number of packet 
flow attributes to be specified (col. 9, line 44 - 57); generate a message that encodes traffic flow 
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criteria in accordance with the flow specification data type (col. 9, line 58 - col. 10, line 14); and 
communicate the message to a routing device to direct the routing device to control network 
traffic based on the traffic flow criteria . 

12. Regarding claim 63, Bays teaches (fig. 1) a computer-readable medium comprising 
instructions for causing a programmable processor to: receive a routing communication that 
encodes traffic flow criteria in accordance with a flow speciflcation data type for a routing 
protocol (col. 4, line 22 - 54), wherein the flow speciflcation data type allows a variable number 
of packet flow attributes to be specified; and control network traffic in accordance with the 
traffic flow criteria (col. 10, line 15-65). 



Claim Rejections - 55 VSC § 103 

13. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art are 
such that the subject matter as a whole would have been obvious at the time the invention was made to a person 
having ordinary skill in the art to which said subject matter pertains. Patentability shall not be negatived by the 
manner in which the invention was made. 

14. Claims 2 rejected under 35 U.S.C. 103(a) as being unpatentable over Peterson in view of 
Bays (U.S. 7139242 B2). 



15. Regarding claims 2, 18, 33, 41, 47, 56, and 65, Peterson does not teach defining the flow 
speciflcation data type as information associated with a route advertised by the message. 
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16. Bays teaches (col. 16, line 63 - col. 17, line 11) defining the flow specification data type 
as information associated with a route advertised by the message. It would have been obvious to 
one of ordinary skill in the art at the time the invention was made to modify Peterson to include 
Bays route advertise to ensure all device receive the routing information. 

17. Regarding claims 3, 19, 34, 42, 48, 57 and 66, Bays teaches (col. 17, line 12 - col. 18, 
line 24) defining a flow specification data type comprises defining the flow specification data 
type as network layer reachability information (NLRI) that is associated with a route advertised 
by the message. 

18. Regarding claim 4 and 20, Bays teaches (col. 17, line 12 - col. 18, line 24) defining a 
flow specification data type comprises defining the flow specification type to include a length 
field that indicates the number of packet flow attributes specified. 

19. Regarding claims 5 and 21, Bays teaches (col. 17, line 12 - col. 18, line 24) the flow 
specification data type including multiple subcomponents, wherein defining a flow specification 
data type comprises defining each of the subcomponents to include a subcomponent type field 
and a set of value fields. 



20. Regarding claim 6, Bays teaches (col. 17, line 12 - col. 18, line 24) defining a 
subcomponent for specifying a destination prefix. 
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21. Regarding claims 7, 35, 49, and 58, Bays teaches (col. 20, line 64 - col. 21, line 16) 
defining subcomponents for specifying a destination prefix, a source prefix, a protocol, a source 
port, a destination port, an ICMP type, and a packet length. 

22. Regarding claims 8, 25 36, 43, 50, 59, 67, 72, 75, 78, 8 1 , 84, 87 and 90, Bays teaches 
(col. 17, line 12 - col. 18, line 24) the routing protocol is the Border Gateway Protocol (BGP). 

23. Regarding claims 1 1, 28, 38, 45, 54, 62, 70, 73, 76, 79, 82, 85, 88 and 91, Bays teaches 

(col. 7, lines 3 1 -64) assigning an application-specific identifier to the flow specification data type 
to direct the router to install the traffic flow criteria within an independent routing information 
base (RIB). 

24. Regarding claims 12 and 29, Bays teaches (col. 7, lines 31-64) assigning an application- 
specific identifier to the flow specification data type; and configuring a policy to selectively 
enable distribution of the traffic flow criteria based on the application-specific identifier. 

25. Regarding claims 13 and 30, Bays teaches (col. 7, lines 31-64) assigning an application- 
specific identifier comprises assigning an Address Family Identifier (API) and Subsequent 
Address Family Identifier (SAFI) to the flow specification data type. 

26. Regarding claim 14, Bays teaches (fig. 1) the traffic flow criteria specifies an appropriate 
action that is performed on the network packet. 
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27. Regarding claims 15, 17, 22 40, 52, 64 and 64, Bays teaches (fig. 9A) the appropriate 
action includes one of load balancing, rate limiting, and filtering. 

28. Regarding claim 23, Bays teaches (fig. 6A, 508) the routing communication fiirther 

specifies a route to a network destination, the method further comprising: comparing the 
specified route to a routing information base; and rejecting the traffic flow criteria based on the 
comparison when the route does not specify a preferred path to the network destination. 

29. Regarding claim 24, Bays teaches (fig. 1) receiving a routing communication comprises 
communicating with a router in accordance with the routing protocol. 

30. Regarding claim 3 1 , Bays teaches (fig. 1) updating a log that includes information about 
the routing communication. 

Response to Arguments 

3 1 . Applicant's arguments with respect to claims 1-91 have been considered but are moot in 
view of the new groimd(s) of rejection. 
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Conclusion 

32. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to ROBERTA A. SHAND whose telephone number is (571)272- 
3161. The examiner can normally be reached on M-F 9 : OOam-5 : 3 0pm. 

33. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Firmin Backer can be reached on 571-272-6703. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

34. Information regarding the status of an apphcation may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for published applications 
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more information about the PAIR 
system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR 
system, contact the Elecfronic Business Center (EBC) at 866-217-9197 (toll-free). If you would 
like assistance from a USPTO Customer Service Representative or access to the automated 
information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

Roberta A. Shand 
/R. A. S./ 

Examiner, Art Unit 2416 



/FIRMIN BACKER/ 

Supervisory Patent Examiner, Art Unit 2416 



